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gapid Expansion

in Indian Electricity Grid

Installed Generation Capacity — 5,51,994 MW

Transmission Lines —

+/- 800kV HVDC: 9,655 ckm

+/- 500kV HVDC: 9,432 ckm

765kV AC: 63,479 ckm
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Power System Data available in Public Domain — Web Portals i S8

CHART SUMMARY DASHBOARD MAP

National Power Portal (NPP) by CEA:
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Earlier — Simpler Networks
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Now — Complex Networks LY B

/ﬁ Faster and reliable data acquisition\

80 Better Analytical tools (Dyn. Ana.)

&) Accuracy - Ok

#) Storage -- Huge data

/dl Large and Complex Systems \

82 Heavily loaded systems

85 Close to limits

QI More complex, fast and accurate analy5|/ ’
Automation for better grid operatlons




Managlng Power System Network — Through Control Centre¥ &
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transmission lines carry

FYRL ek electricity long distances
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electricity to houses
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Beginning till End |
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Coordination B2 .
transformers on poles
step down electricity
transformer steps reighborhood before it enters houses
transformer steps
Generator to Consumer down voltage

State-of-the-Art Control
Centres of National
Importance
(with specialized
hardware/software
systems)

Air Traffic Control Room



Managing Power System Network — Monitoring through SCADA o

(400kV AND ABOVE)

(EXISTING AND APFROVED)
(TEDATED U0 DEC. 2018)

= - =
My A T | /
Eve = Real-time Data

Acquisition
from

—7=% | Substations to
Control Centre

Trahsmission Network monitoring
in SCADA with Real-time Power
System Operational Data

Transmission Network)




Managing Power System Network — Decision Support using EMS ki

1] wweg  omt Can easily
Can —y o sl T manage

E 8 i . .i < using my
manage T LTI experience

, .‘ Grid Operator

Can manage
using some
simple power
system

~ 118-Bus =~ B B software tools

manage.....
Need some

Large Meshed and Interconnected Lo
System decision

support tools
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Managing Power System Network — Decision Support Tools accompanying SCA¥ Sl
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(400kV AND ABOVE)
(EXISTING AND APPROVED)
(CvBuTeD o bR 2018)

Managing Power System Network — SCADA & EMS o

Real-time Data
Acquisition
from
Substations to
Control Centre

Security Enhancement
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Load Despatch Centres of India — With SCADA/EMS Syste

Map not to scale

11 National Load Despatch
Centre (NLDC)

15 Regional Load Despatch
Centres (RLDCs)

135 State Load Despatch
Centres (SLDCs)

111 Renewable Energy

Management Centres
(REMCs)
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Load Despatch Centres of India —

Kabul
s
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SLT o3l 2=
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NLDC SCADA, URTDSM Backup WRLDC SCADA
Pakistan SO *"'

NRLDC SCADA, URTDSM Backup SRLDC SCADA

. del -
National-REMC QB@"“ Backup ERLDC SCADA
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SCADA/EMS Systems (Under Grid-Indid§ %5

A

Nepal { - pH

— e S iwini sruea Backup NERLDC SCADA

HISHTS1 F——— ——
,,,,,,, ® Guwahati, ..
NERLDC SCADA, URTDsM - Shillong«
= ‘ =3 MIZORAM
ERLDC SCADA, URTDSM | Kolkata | Myanmar
Backup NRLDC SCADA Note:
ackup — . g
* Unified Real Time Dynamic State Measurement
Backup NLDC SCADA (URTDSM) project implemented and owned by

POWERGRID (i.e. Transmission Utility) and the data is
provided to Grid-India (and SLDCs also) as an obligation
for grid operation.

e " Renewable Energy Management Centres (REMCs)
projects were implemented by POWERGRID (i.e.
Transmission Utility) and subsequently owned by Grid-
India (national and regional-level REMCs only) after
completion.



Load Despatch Centres of India - Transition with Time A a3t

RLDCs in 2020
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Load Despatch Centres — International Gllmpses - W

New York United Kingdom California
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Load Despatch Centres of India — National/Regional Level

C\

Managing
Increasing Bid-

MIS Reporting to
Various Agencies
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Managing
Imbalances due to
Renewable Energy

Penetration

Wing Potentiaf - 100Gw | INSESIIEd RE CIpScily - 5
o

Cross Border
Bilateral =
Transactions

.....

Cross Border
Open Access
Customers

Managing Diversity
in Demand Met

Managing Diversity

of Seasonal Load
Pattern

i o T O B

Monsoon

(AN RN

Typical All India Load Curve

Inter-Regional & Cross-
Border Power
Exchanges

Inter-regional
and cross-border
exchange

TTC/ ATC/RM —
Congestion
Management

e

PoC Charges for | .~ n' Al
Regional Entities T - < ..

Managing Grid Operation
Under Natural Disasters

8 % of landmass prone
"] to cyclone and tsunami bl B

1
1
1
1
1
1
1
1
]
E 12 % of landmass RF — l
1

prone to flood and river -

15 % of land mass is
prone to land-slides and =
avalanches

Optimum
Scheduling and
Dispatch

— i e e e e e - e E RN N R

Supervision of
Transmission
Highways

e

Managing Power
Flow through
Important Flowgates

Typical
Functions of
a Load
Despatch

Centre
(example of
NLDC

shown)

.eee. Several
Other
Functions



Load Despatch Centres of India — National/Regional Level i B

Wide Area Measurement : e —
Grid Monltormg m System Monitoring = Doy =25

"\ aﬁ§

Real-Time d \ Reliability' |
Securlty Desk \% Studies ==

. , e ~ - = SN
o ot ey A ) A ) Power Market P AR A AN SR
S R e Scheduling, AGC, | % \ Operation N s
B o A5 9 SCED Desk . AR R

Real-Time Electricity Grid Operation in Control
Centre of a typical LDC (example of NLDC shown)




Load Despatch Centres of India — Multivendor Systems W

= —
| ? Q ULDC Phase | - Early 2000s [l ? @ ULDC Phase Il - Around 2015

0 ULDC is “Unified Load Despatch & Communication Scheme” for unified upgradation of systems Note: Alstom was acquired
by GE during execution of

1 ULDC Phase Ill under progress to replace all the systems between 2024-28 period. the projects




Load Despatch Centres of India — Multivendor Systems (Contd.) #%#

{

Data Exchange between LDCs on ICCP protocol

J&K,Siemens SCADA
HP,Siemens SCADA
Punjab,Siemens SCADA
Haryana,Siemens SCADA
Chandigarh,Siemens SCADA

Andhra P, GE SCADA
Telangana, GE SCADA
Kerala, GE SCADA
Tamil Nadu, GE SCADA
Pondicherry, GE SCADA

NRLDC, Siemens SCADA

Rajasthan,Siemens SCADA
UP,Siemens SCADA
Uttarakhand, GE SCADA
Delhi,Siemens SCADA

ERLDC, oS/ ScADA

W.Bengal, OSI SCADA
Bihar, OS/ SCADA
Orissa, OSI SCADA

Jh’khand, OSI/GE SCADA
DVC, OSI SCADA
Sikkim, OSI SCADA

WRLDC, GE SCADA

RN\

SRLDC, GE SCADA

Assam, GE SCADA
Arunachal P, GE SCADA
Mizoram, GE SCADA
Manipur, GE SCADA
Tripura, GE SCADA
Nagaland, GE SCADA
Meghalaya, GE SCADA

Maharashtra,Siemens SCADA
Gujarat, GE SCADA
MP, GE SCADA NERLDC, GE SCADA
Ch’garh, GE SCADA
Goa, GE SCADA
D&D, GE SCADA

D&NH, GE SCADA o : : NLDC’ | OS|SCADA : S

* Backup Control Centres not shown

RO

1IN\

}— M\ RN\

) LR N

Note: Alstom was acquired
by GE during execution of
the projects




Load Desbatch Centres of India — Multivendor Systems (Contd.) 4 Z=

J&K,Siemens SCADA

HP,Siemens SCADA

Punjab,Siemens SCADA

Haryana,Siemens SCADA

Chandigarh,Siemens SCADA

Delhi,Siemens SCADA

UP,Siemens SCADA

Uttarakhand, GE SCADA

A Rajasthan,Siemens SCADA

lRajasthan-REMC, 0S|I SCADA

W.Bengal, OS/ SCADA

Bihar, OS/ SCADA

Orissa, OSI SCADA

Jh’khand, OSI/GE SCADA

DVC, OSI SCADA

Sikkim, OSI SCADA

Maharashtra, Siemens SCADA

Gujarat, GE SCADA

MP, GE SCADA

Ch’garh, GE SCADA

Goa, GE SCADA

D&D, GE SCADA

D&NH, GE SCADA

* Backup Control Centres not shown

NRLDC, Siemens SCADA '

Tamil Nadu-REMC, OSI SCADA

Karnataka-REMC, OSI SCADA

NR-REMC, 0SI SCADA \

ERLDC, 0S/ SEADA

\

WRLDC, GE SCADA\'

AP-REMC, OSI SCADA

Andhra P,'GE SCADA
Telangana, GE SCADA
Karnataka, ABB SCADA

Kerala, GE SCADA
Tamil Nadu, GE SCADA
Pondicherry, GE SCADA

S

\\\,

WR-REMC, Siemens SCADA \

SRLDC, GE SCAD>h\

WSS\ |

U\

Assam, GE SCADA
Arunachal P, GE SCADA
Mizoram, GE SCADA
Manipur, GE SCADA
Tripura, GE SCADA
Nagaland, GE SCADA
Meghalaya, GE SCADA

SR-REMC, OsI SCADA

| TV\\ o~ |

A

/m\\v /== N\

(AN
\[IAN\N\

NERLDC, GE SCADA

/ /

A

y

Maharashtra-REMC, Si SCADA .
aharashire emens National-REMC, OSI SCADA

Gujarat-REMC, Siemens SCADA

MP-REMC, Siemens SCADA

NLDC OSI SCADA

* Tentatlve |IIustrat|on

Data transfer between several

Load Despatch Centres —

* National Load Despatch Centre

= Regional Load Despatch Centres

= State Load Despatch Centres

* Renewable Energy Management
Centres (National, Regional and

State Level)

Renewable

Energy
Management
Centres (REMCs)
also shown

23



b Ot
Load Despatch Centres of India — Cost of Control Centre SCADA Infrastructubd =
('\

-
SL

No.

1
2
3

(¢)]

Gross Block

Gross Block State = Gross Block Total

Region Central Portion . Operation
Portion (X Crore) (X Crore)
(X Crore) Date
Southern 127.74 417.35 545.08 01-07-2002
Northern 260.31 311.04 571.34 01-08-2002
North- 119.16 78.25 197.41 01-08-2003
Eastern ) ) )
(incl. 104.85 crore (incl. 70.40 crore (includes 175.25
grant) grant) crore grant)
Eastern 141.59 193.63 335.23 01-09-2005
Western 105.76 71.26 177.03 01-02-2006
Total 754.56 1,071.53 1,826.09

Note: Provisional figures of investment in ULDC Phase 1 project by POWERGRID which

includes SLDCs and RLDCs.
(Source: https://powermin.nic.in/sites/default/files/uploads/Task_Force_Report.pdf)

ULDC Phase-1 (RLDCs and SLDCs)

SlL.
No.

1
2

Load Despatch Centre Cost (X Crore) Commercial Operation Date
NLDC Phase-1 16 Feb-2009
NLDC Phase-2 23 Mar-2022

Note: Figures does not include the costing towards consultancy charges by
POWERGRID and civil renovation works.

NLDC Phases

SlL.
No.

1
2

URTDSM Phases

Load Despatch Centre Cost (X Crore) Commercial Operation Date

URTDSM Phase-1 240 31-Dec-2015

URTDSM Phase-2 -- Under planning stage.

Note: Figures include the cost of package 1 (National, ER, NR and NER) of 158 crores
and package-2 (WR & SR) of 82 crores.

Commercial

SL. No. Load Despatch Centre Cost (X Crore)
1 NRLDC 11.9
2 ERLDC 11.2
3 WRLDC 8.9
4 SRLDC 13.1
5 NERLDC 13.3
Total 58.4

Commercial Operation Date
31-Dec-2015
31-Mar-2016
28-Mar-2016
24-Mar-2016
06-Jan-2017

Note: Figures do not include the cost of SLDCs portions, consultancy charges and

civil renovation works.

ULDC Phase-2 (RLDCs Portion; SLDCs portion not shown)

Sl
No. Load Despatch Centre
1 SR-REMC (Tamil Nadu, Andhra Pradesh, Karnataka
and SRLDC REMC)
2 WR-REMC (Maharashtra, Gujarat, Madhya Pradesh
and WRLDC REMC)
3 NR-REMC (Rajasthan, NRLDC REMC and NLDC
REMC)
Total

Note: Figures does not
POWERGRID and civil renovation works.

REMCs - National, Regional & State Level

Cost (X Commercial
Crore) Operation Date
53  Between Jan-2020
to Feb-2020
43.79 = BetweenJan-2020
to Jun-2020
28.94 | Between Jul-2020 to
Dec-2020
125.73

include the costing towards consultancy charges by

SL. No. Load Despatch Centre Cost (X Crore)
1 Northern Region 729
2 Eastern Region 437
3 Southern Region 375
4 Ladakh SLDC cum REMC 80
Total 1,621

Commercial Operation Date
LoA awarded in Aug-2024.
LoA awarded in Aug-2024.
LoA awarded in Oct-2024.

LoA awarded on 25-Jun-2024.

Note: WR project under tendering stage and NER project under planning stage. ,,

ULDC Phase-3 (RLDCs and SLDCs)
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Regulatory Policies and Framework for SCADA System in LDCs

(

Electricity Act — 2003

* Section — 2 (54) : Definition of Real time Operation — Information to be available
"real time operation" means action to be taken at a given time at which information about

the electricity system is made available to the concerned Load Despatch Centre;”
* Section 28(e) : RLDC Responsible for Real Time Operation

“be responsible for carrying out real time operations for grid control and despatch of
electricity within the region through secure and economic operation of the regional grid in

accordance with the Grid Standards and the Grid Code.”

Electricity Act 2003

Indian Electricity Grid Code

* Section 4.6.2 : Reliable and efficient speech and data communication systems shall
be provided by USERS.

“Reliable and efficient speech and data communication systems shall be provided to facilitate
necessary communication and data exchange, and supervision/control of the grid by the
RLDC, under normal and abnormal conditions. All Users, STUs and CTU shall provide Systems
to telemeter power system parameter such as flow, voltage and status of switches/
transformer taps etc. in line with interface requirements and other guideline made available
by RLDC. The associated communication system to facilitate data flow up to appropriate data
collection point on CTU’s system, shall also be established by the concerned User or STU as
specified by CTU in the Connection Agreement. All Users/STUs in coordination with CTU shall
provide the required facilities at their respective ends as specified in the Connection

Agreement.”

Indian Electricity Grid Code

Draft Connection Agreement, CEA

Draft Connection Agreement
* Clause 1.1 ( C ) : Applicant is responsible for data communication & to provide
facilities for voice & data communication / DCP to RLDC communication CTU

responsibility / Applicant to provide up to DCP.

“The applicant or inter-State transmission licensee shall provide necessary facilities
for voice & data communication for transfer of real time operational data such as
voltage, frequency, real and reactive power flow, energy, status of circuit breaker &
isolators positions, transformer taps and other parameters from their station to Data
Collection Point(DCP) of CTU as per IEGC. CTU may provide access to applicant’s data
transfer through communication network in case spare channels are available on
mutually agreed terms. The location of DCP of CTU shall be the nearest station
connected electrically where wideband communication capacity of POWERGRID is
available. Additional communication system from DCP to the concerned RLDC shall be
the responsibility of CTU; however, its cost shall be borne by the applicant. The
responsibility of data transfer shall be that of the applicant.”

Grid Standards, CEA
Central Electricity Authority (Grid Standards) Regulations, 2010

* Clause 15 (1): Operational Data during normal operation and during grid incidents

and grid disturbances.
“All real time operational data as required by the Appropriate Load Despatch Center
shall be furnished by the Entities.”

Technical Standards for Connectivity of the Grid, CEA

Central Electricity Authority (Technical Standards for Connectivity
of the Grid) Regulations, 2007

* Clause 6 (3) The requester and user shall provide necessary facilities for voice and
data communication and transfer of on-line operational data, such as voltage,
frequency, line flows, and status of breaker and isolator position and other
parameters as prescribed by the Appropriate Load Despatch Centre.



Regulatory Policies and Framework for SCADA System in LDCs (contd.)

" CENTRAL ELECTRICITY REGULATORY COMMISSION
NEW DELHI

PREAMELE

File No. L-1/210/2016/CERC Dated: 15th May 2017

The Central Commission has been assigned the function to regulate inter-State
transmission of electricity and to specify the Grid Code having regard tw Grid standard
under clause (c) and (h) of sub-section (1) of Section 79 of the Electricity Act, 2003.
Communication system forms the backbone of the inter-State transmission of
electricity and smooth operation of the power system. Keeping in view the
importance of the communication systern in a vast meshed network at the
National, Regional and State level in India, a need has been felt w specify the
regulations  regarding Communication System for inter-State transmission of
electricity, The purpose of the regulations is to lay down the rules, guidelines and
standards to be followed by various persons and participants in the system for
continuous availability of data for system operation and control including market
operations. Further, the regulations deal with the planning implementation,
operation and maintenance and up- gradation of reliable communication system for
all communication requirements including exchange of data for integrated operation
of National Grid.

NOTIFICATION

In exercise of the powers conferred under Section 178 of the Electricity Act, 2003
(36 of 2003), read with clause (c) and (h) of sub-section (1) of Section 79 and

all other powers enabling it in this behalf, the Central Electricity Regulatory
Commission makes the following regulations, namely:

1. SHORT TITLE AND COMMENCEMENT:

(i) These regulations may be called the Central Electricity Regulatory
Commission (Communication System for inter-State transmission of
electricity) Regulations, 2017.

(if)  These regulations shall come into force w.ef. 1.7.2017.
2. DEFINITIONS AND INTERPRETATIONS:

(i} In these regulations, unless the context otherwise requires, -

Central Electricity Regulatory
Commission (Communication System gt

. . . intaining

for inter-State transmission of for load

electricity) Regulations, 2017 —

effective from 01t July 2017

L System Operations) Regulations, 2020

Hegee ST At a e s e S, adnfdy st
A= H8110, 5112, B113.1,
At 8113.2, 8121, 8121.1,
81212, 8131, 8151, 8152,
mafrETE- AT T FATAT A
EIEXI
e,

[Fremaa—I11 74« 59T, 7472 /18]

CENTRAL ELECTRICITY AUTHORITY
NOTIFICATION
MNew Delhi, the 27th February, 2020
No. Comm. Std /PCIMCEA—Whereas the draft of the Central Electricity Authority (Technical
Standards for Communication System in Power System Operations) Regulations, 2020 was published in six
newspaper dailies, as required by sub-section {3) of section 177 of the Electricity Act, 2003 (36 of 2003) read
with sub-rule (2) of rule (3) of the Electricity (Procedure for Previous Publication) Rules, 2003, inviting
objections and suggestions from all persons. likely to be affected thereby, before the expiry of the period of
forty-five days, from the date on which the copies of the newspaper containing the said draft regulations were
made available to the public;
And whereas copies of the said newspapers containing the said draft regulations were made available to
the public on the 6™ March, 2019;
And whereas the objections and suggestions received from the public on the said draft regulations were
considered by the Central Electricity Authonity;
Mow, therefore, in exercise of the powers conferred by sub-section (1) of section 177 of the Electricity
Agt, 2003 (36 of 2003) read with clause (b} of section 73 of the said Act, the Ceniral Eleciricity Authority
Tereby makes the following regulations, namely: -

CHAPTER 1
PRELIMINARY

1. Short title and commencement.—{ 1) These regulations may be called the Central Electricity Authority
{Technical Standards for Communication Sysiem in Power System Operations) Regulations, 2020,

(2) They shall come into foree on the date of their publication in the Official Gazene.

1. Definitions. — (1) In these regulations. unless the context otherwise requires, -
{a) "Act” means the Electricity Act,.2003 (36 of 2003):
{h) “Authority” means the Central Electricity Authority established under sub-section {2} of section
T0 of the Act,
{c) “automatic generation contrel” means capability to regulate the power output of selectable units

in response to total power plant output, tie-line power flow, and power sysiem frequency:

{d) “bulk consumer” means a consumer who avails supply at veltage of 33 KV or above;

Central Electricity Authority —
(Technical Standards for

Communication System in Power

effective from 29t February 2020

Some other documents approved as
procedures/guidelines under the
Central Electricity Regulatory
Commission (Communication System
for inter-State transmission of
electricity) Regulations, 2017 in
January 2024 -

- Guidelines on Availability of
Communication System (Order - dated
19.01.2024)

- Guidelines on Interfacing
Requirements (Order - dated
19.01.2024)

- Procedure on Centralized Supervision
of Quick Fault Detection & Restoration
(Order - dated 19.01.2024)

- Procedures on Maintenance & Testing
(Order - dated 19.01.2024)
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Cyber Security — Guidelines/Regulations for Power Sector by CEA released in 2021 and 2026 i SRR

AL BERPEFA CEA (Cyber Security in Power Sector)

Guidelines, 2021

(https://cea.nic.in/wp-

content/uploads/notification/2021/10/Guidelines_on
in Power Sector 2021-2.pdf

-- Issued in form of guidelines

Cyber Securit

HT &R
Government of India
fega warea
Ministry of Power
#731y Rgga vrwso
Central Electricity Authority
qaar ey v wmEa FET T
Information Technology & Cyber Security Division

sededede ek ek ek

faw7 : CEA (Cyber Security in Power Sector) Guidelines, 2021,

CEA 1s mandated to prepare ‘Guidelines on Cyber Security’ in Power Sector under the
provision of regulation (10) of the Central Electricity Authority (Technical Standards for
Power Sector incorporating the cardinal principles has been prepared by CEA. In compliance
to the provision of the above regulation, CEA (Cyber Security in Power Sector) Guidelines,
2021 are issued for complian | tit ted in t ise 2.3 (Applicabilit
Guidelines) of the guidelin
Encl: Guidelines on Cyber Secunity

~\
U '-“L .
T e
(V.K Mishra)
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CENTRAL ELECTRICITY AUTHORITY
NOTIFICATION

New Delhi, the 31th July, 2026

F. No. CEA-HY-91-19/8/2024-Cyher Security Division.—Whereas public notices advertising the draft
1 of the Central Electricity Authority (Cyber Security in Power Sector) Regulations, 2025 were published in six
1newspaper dailies, as required by sub-section (3) of section 177 of the Electricity Act, 2003 (36 of 2003) read
{with sub-rule (2) of rule 3 of the Electricity (Procedure for Previous Publication) Rules, 20035 for inviting
| objections and suggestions from all persons likely to be affected thereby, before the expiry of the period of thirty
! days, from the date on which the copies of the said draft regulations were made available to the public:

1

| And whereas copies of the said newspapers containing the public notices and the said draft regulations on

 the website of the Central Electricity Authority were made available to the public on 07th October 2025;

And whereas the objections and suggestions received from the public on the said draft regulations were
considered by the Central Electricity Authorty;

And whereas Ministry of Electronics and Information Technology has accorded its concurrence to make

1
1
1
1
1
1
1
| these regulations in respect of the Cyber Security for power sector.
1

1

Now, therefore, in exercise of the powers conferred by sub-section (1) of section 177 read with clause (c)
1of section 73 of the Electricity Act, 2003(36 of 2003), the Central Electricity Authority hereby makes the
 following regulations relating to Cyber Security in power sector for ensuring safe and secure operation and
! maintenance of electrical plants and electrical lines, namely: -

. - Chapter 1
Guidelines to P

Regulations in 5
years interval by
CEA

Preliminary
I.  Short title and commencement - (1) These regulations may be called the Central Electricity Authority
{Cyber Secunity in Power Sector) Regulations, 2026.

(2) These regulations shall come into force with effect from 1* April 2027:

1
1
1
1
1
1
1
1
1
1
:
: Provided that the Regulations 5(9), 5(24), 5(33). 5(39), 6(2) and 6(7) shall come mnto force on such
| dates, as may be specified by the Authority through separate orders with prior approval of the Central
' Government.
12, Scope and extent of applicability - (1) These Regulations shall apply to -
1
1
1
1
1
1
1
1
1
1

(a) all the entities which own, operate, or manage Operational Technology infrastructure
associated with the interconnected power system and their Information Technology infrastructure that
is physically or logically connected to such Operational Technology infrastructure, for their existing as
well as upcoming infrastructure:

spect of generating companies, captive generating plants, and organisations
Fystem, these regulations shall be applicable only where such entities have an
AW or more:

CEA (Cyber Security in Power Sector)
Regulations, 2026

(https://cea.nic.in/wp-

content/uploads/notification/2026/08/Cyber Regulati
ons_Notification.pdf)

-- Regulations effective from 01-Apr-2027

ht the entities having an installed capacity of less than 50 MW are encouraged
um baseline cyber security controls outlined in the “15 Elemental Cyber
icro, Small and Medium Enterprises” issued by Indian Computer Emergency

s and over the counter platforms, except regulations 6, 11, and 12.
rith the regulations 11 and 12 of these regulations as applicable.

regulations, unless the context otherwise requires -


https://cea.nic.in/wp-content/uploads/notification/2021/10/Guidelines_on_Cyber_Security_in_Power_Sector_2021-2.pdf
https://cea.nic.in/wp-content/uploads/notification/2021/10/Guidelines_on_Cyber_Security_in_Power_Sector_2021-2.pdf
https://cea.nic.in/wp-content/uploads/notification/2021/10/Guidelines_on_Cyber_Security_in_Power_Sector_2021-2.pdf
https://cea.nic.in/wp-content/uploads/notification/2021/10/Guidelines_on_Cyber_Security_in_Power_Sector_2021-2.pdf
https://cea.nic.in/wp-content/uploads/notification/2021/10/Guidelines_on_Cyber_Security_in_Power_Sector_2021-2.pdf
https://cea.nic.in/wp-content/uploads/notification/2021/10/Guidelines_on_Cyber_Security_in_Power_Sector_2021-2.pdf

€S

c(:beer Security — For Critical Load D

Jammu & Kashmir

Jammuy

Himachal Pracesh

Northern Regional Pu h -'m‘;

Load Despatch Centre ) .Chandigafn
Patials » e

Delhi Dehradun

Haryana Uttarakhand National Load Despatch Centre
\%ﬁ:m ) Dethi

Pew Delby ) "

Jnipur 3 .

N Sk nAAT.
Lucknow g 3‘6 o'
» G O ey
Rajasthan Uttar Pradesh Guwsh o Nagaland
abalpur
Gujarat Nadhya Pradesh

Vadodara

Daman and Dws %,

Dadra and Nagar Hayell
Maharashtra

Westem MNav Mumbal
Regional Load Telangana
Despatch Hyderabiad 3
Centre o 4
Mumbai . '
Goo  Karnataka Andhra
. Pradesh
Arabian
Sea
Lakshadweep "Puducherry
Tarmil Nadu
z
%
Kocha e
Southern Regional
Load Despatch Centre
Bengaluru Indian Ocean

Shillong
Bay Eastern Regional
of Load Despatch Centre
Kolk
Bengal
Andaman
ang
Niccbar f'
Islands f\

North-Eastern Regional

Load De spatc h Centre

natch Centres

; Mission Critical Control

Centres of National

National Load
Despatch Centre

Regional Load
Despatch Centres

State Load
Despatch Centres

Renewable Energy
Management
Centres -
National/Regional
and State Level

Web Based Energy

Scheduling

Importance

Unified Real Time
Dynamic State

Measurement
(URTDSM)

National
Transmission
Asset Management
Centre
(POWERGRID)

Regional

Transmission
Asset Management

Centres
(POWERGRID)




gyber Security — Key entities for Power Sector

SI.
No.

1

Entity

Indian Computer
Emergency Response Team
(CERT-In)

6 (six) sectoral CERTs
formed/nominated namely —
dThermal

dHydro

dTransmission

 Grid Operation

dRE and

d Distribution

Cyber Swachhta Kendra
(operated by CERT-In)

NCIIPC (formed through IT
Act)

Central Electricity Authority
(CEA)

Formed by

MEITY, Government

of India

Ministry of Power,
Govt. of India

CERT-In

Government by India

Government of India

OO0 000 OO0

U000 OO0

Remarks

Early warning and response to cyber security incidents

To have collaboration at National and International level for information sharing on
mitigation of cyber threats

Regularly issues advisories

Publishes Security Guidelines

Conducts workshops and training programs

Ensuring cyber security in Indian Power Sector
Sectoral CERT has prepared their sub-sector specific model Cyber Crisis
Management Plan(C-CMP)

Botnet cleaning
Malware analysis
Issues alerts and vulnerabilities

Nodal Agency in terms of Critical Information Infrastructure Protection
Unit of NTRO
Works under Prime Minister’s Office

Frames guidelines for Cyber Security in Power Sector
29



Cyber Security — Key entities for Power Sector (contd.)

Power Sector

CERTs

CERT - Distribution
(CEA)

CERT - Grid
Operation
(Grid-India)

CERT - Thermal
(NTPC)

CERT - Hydro
(NHPC)

CERT - Transmission
(POWERGRID)

CERT - RE

(SECI/ MNRE)

Distribution

»

Companies

-

A

A

Cyber preparedness and

Advance
Metering
Infrastructure
(AMmI)
functional
guidelines

Requirements under Indian
and State Grid Codes

Prime Minister’s
Office

Cyber preparedness and response

coordination in all critical infrastructure ;|

Ministry of Electronics and

Information Technology

a

response coordination in

the power sector

National Security
Advisor

National Technical
Research Organisation
(NTRO)

\ Y,
(MeitY)
/Indian _ Computer\ | 4 Nalti:nal Ctt:itical N
! nformation
: Emergency — Infrastructure
Response Team i E Protection Centre
\ (CERT-In) Y AN (NCHPC) 4

International CERTs

International
Cooperation

Source: https://www.ceew.in/publications/making-advanced-metering-infrastructure-resilient-electric-power-grid-security
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Cyber Security — Establishment of SOC by Grid-India based on CEA guidelines on cyber security released in 2021 gﬂ; ?‘R,gﬁﬁﬁ

Article 5.  Cyber Security Requirements

a) The Responsible Entity shall have an Information Security Division (ISD), headed by

I b) The Responsible Entity shall ensure that the ISD must be functional on 24x7x365
basis and 1s manned by sufficient numbers of Engineers having valid certificate of
I successful completion of course on cyber security of Power Sector from the Training

Inﬂ[egmgnm}wﬁ_ I I IS S S S B .

¢) The Responsible Entity shall ensure that ISD

1) has on-boarded Cyber Swachhta Kendra(CSK) of CERT-In, if they have public
[Ps.

2) has timely acted upon the advisories, guidelines and directive of NCIIPC, CSK,
CERT-In and Sectoral CERTs,

3) has deployed an Intrusion Detection System and Intrusion Prevention System
capable of identifying behavioural anomaly 1n both IT as well as OT Systems.

4) shares reports on incident response and targeted malware samples with CERT-In,

5) updates the firmware/software with the digitally signed OEM validated patches
only.

6) enables only those ports and services that are required for normal operations. In
case of any emergeney the procedure as laid 1n Access management be followed.

7) maintains firewall logs for the last 6 months duration. Firewall logs shall be
analysed and all cnitical and high sevenity comments shall be addressed for
effective closure.

8) retains document of FAT, SAT test results and report/ certificate of
carried out for compliance of Government Orders and Cyber Secunty

9) maintains all cyber logs and cyber forensic records of any incident fo
90 days.

CEA (Cyber Security in Power
Sector) Guidelines, 2021

https://cea.nic.in/wp-

Can be
fulfilled

through
SOC

Provision for

Security
Operations
Centre (SOC)

Security Operations

Centre

content/uploads/notification/20

* FAT, SAT muost include comprehensive cyber securty tes
component/equipment/system to be delivered/delivered at site.

**090 days from date of the commussiomng of the system/recover
mcident, whichever 1s later.

21/10/Guidelines on Cyber Se
curity in Power Sector 2021-

31

2.pdf
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Cyber Security — Security Operations Centre (SOC) at Grid-India for NLDC/RLDES

Awarded on GeM Portal
- 12.57 Cx
Plus 30% AMC
charges for 5 years

[ — Srimma] gy | Ot e

Quantiy| Tox Bifurcation (INR)

Technical Specifications
for

Supply, Installation, Implementation,
Integration, Maintenance and Support
Of
Next Generation Security Operation Centre
(SOQ)

For

Power System Operation Corporation Ltd.
(POSOCO)

Detailed
Technical
Specifications

e purpose of bidding

othe

Framed

Security
Information &

Event
Management
(SIEM)

Network
Behaviour and
Anomaly
Detection
(NBAD)

User and
Entity
Behaviour
Analytics
(UEBA)

inNspari:
GET IN TOUCH

OEM
Details

Security
Orchestration,
Automation
and Response
(SOAR)

One L2 in each One L1 in each
shift shift

Shifts Schedule for Vendor

Manpower Deployment
by Vendor

Database
Activity

Management

Q
Q

B.E./B.Tech. / MCA.
More than 3 years of IT experience, out of which at least 1 years will be on Security domain and in dealing
with SOC systems on proposed OEM

B.E./ B.Tech. / MCA.

More than 5 years of IT experience, out of which at least 3 years in dealing with SOC systems and
operations (SIEM, log monitoring, event correlation, analysis etc.).

Professional certification (1 or more of the following) such as CEH/OSCP/CCSP + OR OEM certifications for
the product being proposed as part of the solution

Should have experience in simulated SOC environment like cyber range

B.E./B.Tech. / MCA

More than 8 years of experience in network and IT security field, out of which at least 5 years in managing
SOC systems and operations (defining strategy around security monitoring, incident management, regulatory
compliance, process improvement etc).

Must have experience in delivering large and complex security projects.

Understanding of vulnerabilities, threats, risks, compliance and other aspects of security governance.
Excellent interpersonal, co-ordination and problem-solving skills.

Working knowledge of SIEM, SOAR, threat trends and vectors and experience creating rules, alerts, content
and reports in the OEM proposed solution.

Should have experience of having served as Project Lead/ Team Lead in a service contact of similar size and
scale for more than two year.

Should have experience in simulated SOC environment like cyber range (certification to be attached along
with)

Current (not future/or planned) Certification are preferable (1 or more of the following) a. CISSP/ CISA/ CISM/
OSCP/CEH/CHFI b. SANS GIAC certification in Cyber Defense or Incident Response and Forensics.
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Indigenization of OT/IT Systems — Benefits and Relevance &

%GRID-INDIA has undertaken significant indigenisation efforts in software development for its operations.

L Efforts are aimed towards — Security Constrained Unit Commitment (SCUC)
n Reducing dependence on proprietary systems % Customized Security Constrained Unit Commitment
- Strengthening data Sovereignty (SCUC) framework was implemented specifically for
= Enabling greater operational control, and Indian system conditions.
’ < Optimization and operational software framework were
= Supporting secure and scalable digital infrastructure. developed indigenously.
Automatic Generation Control (AGC) Security Constrained Economic Dispatch (AGC) % Supports  large-scale renewable energy integration,
% AGC operationalized across more than 85,000 MW of < SCED implemented through significant indigenous optimal utilization of thermal flexibility, and efficient
generation capacity spanning 84 power plants since development and engineering efforts in 2019. management of short-term resource and reserve
2021. % Resulted in cumulative national savings exceeding adequacy.
% AGC platform and associated functionalities 4,000 crore since April 2019 through optimized and .
extensively customized to suit Indian grid secure generation dispatch. RE Forecastmg . . . .
requirements through indigenous technical % Has been incorporated into the scheduling @ lInelgsmels s generatron eEEEEng el 18 e
development and pilot projects in 2017-2019. framework of the IEGC, reflecting its strategic el e LU I R G ,Of Technology Bombgy for
< Have enabled India to establish one of the world’s importance to grid operations. WG el dfay-ahead angl Lligleeh A SRl el
largest AGC-enabled synchronized power systems. <« Enables maximized dispatch of economical SlET, SIETE: reg|onaland LAEL LSS . )
< Enables automatic minute-to-minute regulation of generation resources while simultaneously * In.cludes r.eglonal SEELE TEEH e forecast I @Rl
system frequency and generation output, thereby honouring transmission security constraints, thereby ki Nétlonal G Me.:dlum Bange Weat.her
improving frequency control, operational reliability, providing a national-level optimization layer for feiizE RN i R e s TS G L AT
and stability of the Indian power system. power system operations. MeFeorology .(”TM)' . .
< National Institute of Solar Energy (NISE) is developing tool
Tertiary Reserves Ancillary Services (TRAS) National Open Access Registry (NOAR) for hybrid day ahead and intraday solar weather forecast
% Indigenous Market Clearing Engine for market-based Tertiary  « Integrated platform accessible to all based on Numerical Weather prediction (NWP) model,
Reserve Ancillary Services (TRAS) was developed and stakeholders in the power sector, including Satellite images and All Sky Imager (ASl) Camera in
operationalized in 2023. open access customers (both sellers and collaboration with RE developers and Grid-India.
% Enables the Indian power system to seamlessly manage buyers), power traders, power exchanges, < Migration of Weather forecast data from European
operational uncertainties affecting grid frequency, including National/Regional/State LDCs and others. Centre for Medium Range Weather Forecast (ECMRWF)
renewable energy forecast deviations, demand fluctuations, to NCMRWEF for RE generation forecast under progress.

and extreme weather events * Information updated till May-2026
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Indigenization of OT/IT Systems — Steps from Govt. Level

SL. Description
No.

Responsible entity

No. A-1/2026-FSC
Government of India
Ministry of Power

Shram Shakti Bhawan, Rafi Marg,
New Delhi, dated ).3.07.2026

OFFICE MEMORANDUM

Subject: Minutes of Meeting on Indigenisation of Supervisory Control and Data
Acquisition (SCADA) System - regarding

Acquisition (SCADA) System” held on 08.07.2026 at 10:30 AM, for infermation and
necessary action. s Bt e e mm e e e e
1

! on 08.07.2026 at 10:30 AM on Indigenisation of Supervisory Control and Data
| Acquisition (SCADA) System — reg.

1
1

Encl: as stated

A meeting was held under the Chairmanship of Seeretary (Power) on 08.07.2026
| on above-mentioned subject. The meeting was attended by Senior Officers of the
! Ministry of Power (MoP). Central Electricity Authority (CEA), Powergrid and Grid
1 India. The list of participants is at Annexure.

To:
1. Chairperson, CEA
2. CMD, Grid India
3. CMD, Powergrid

: 2. CEA made a detailed presentation on the Report of the Committee (constituted
: by CEA) on "Formulation of Trajectory of Indigenisation of SCADA System".
| CEA briefed that Committee had reviewed the present status of SCADA systems and
! formulated the roadmap for their indigenization, keeping in view of Mol's dircctions
| *SCADA system not to be imported beyond 2030,

Copy to:
1. PPS to Secretary (Power)
. PPS to AS (Thermal)

1
13 Chairperson, CLA stated that the application of indigenously developed SCADA
2 ! systems is not limited to Load Dispatch Centres and that MeitY may also be consulted
for consolidation of demand for SCADA hardware components and development of
1
3. Pps to JS (T!Iertna]). I indigenous vendors for these items. He also highlighted the importance of creation of
4. PPS to JS (Distribution) : an in-house SCADA development team, preferably in Grid India, being the end user of
5. PPS to JS (Trans) 1 the system.
1

14, CMD, Grid India informed that the estimated cost of SCADA / EMS software
: development cost is about Rs. 90-120 crore. He suggested that, instead of procuring the
1 IPR for & single software solution, multiple indigenous developers may be selected
: through an Expression of Interest (EOI), with seed funding support, to promote
| competition and avoid menopolistic dependence. He further informed that Grid India
: would contribute about 25% of the funding requirement through its R&D budget and
| provide technical knew-how, testing suppert and utility-scale validation for the
: developed applications.

that indigenons SCATA snlntions had already  heen

H tions and rted the timelines sed by CEA and

M eetl n g h e ld o n 08-" u l-2026 ;roi:nznaps]::[:)i:njnelyeZSI:’:ne;;et:i:rgrt'i:j:g quuircmcm
o n I n d ige n izatiO n of SCADA ovide testing infrastructure for development of mdigenous
syste m at S h ram Sh a kti igenous SUADA vendors were already available in the

and that utilities had started incorporating such solutions
Bhawan, New Delhi

d that while software testing [acilities are available with

Drafi Minutes of the meeting held under the Chairmanship of Secretary (Power) !

Attended by
members from MoP,
CEA, POWERGRID,

The undersigned is directed to forward herewith the minutes of the meeting : Gl‘ld-lndla, CSIR T'
chaired by Secretary (Power) on “Indigenisation of Supervisory Control and Data '
. Power and PFC

Indigenous SCADA/EMS to be developed till 2029;
stop SCADA/EMS import beyond 2030.

Dedicated SCADA system development cell to be
established with Grid-India

Consortium based approach to be adopted under
guidance of CEA and Grid-India.

Expression of Interest (Eol) to be floated to select
multiple developers.

Consortium to be supported through Govt.
funding. And R&D funds of Grid-
India/POWERGRID.

Development of CIM based information model
conforming to IEC 61970/61968 standards to
ensure interoperability.

Govt. supported testing and validation ecosystem
to be established for hardware/ software.

Pilot implementation of indigenous SCADA/EMS
Hardware and Software

Monthly review meeting to be held under
chairmanship of Secretary (Power) to monitor
progress.

Grid-India

Grid-India

CEA and Grid-India

CEA and Grid-India

MoP, Grid-India and
POWERGRID

CEA, Grid-India and
POWERGRID

Grid-India, POWERGRID
and CPRI

CEA, Grid-India and
POWERGRID

MoP

34



Indigenization of OT/IT Systems — Steps from Govt. Level (contd.) i G

0 Working group for Indigenous SCADA/EMS Software and Hardware
development
= Comprises of members from MoP, CEA, POWERGRID and Grid-India.

= Members from MeitY included in sub-groups of Hardware & Software.
Tl CC/Engg/Indigenous SCADA/2026/2( #-1) fai®: 28 July 2026

Subject: Constitution of Working Group for Indigenous SCADAEMS software & hardioare

O Responsibilities of the Working Group/Subgroup -

= Provide overall project guidance and strategic oversight.

= Review progress of project and facilitate inter-organizational coordination.
=  Monitorimplementation of the roadmap and resolve key policy issues.

= Projectreview and assessment of developer's progress and guidance.

development -reg

A\ meeting on the Indigenous Development of SCADA/EMS system was held under th
Chairmanship of Secretary, Ministry of Power (MoP), on 08 July 2026. Subsequently, a follow-uy
meeting was held at MoP, Shram-Shakti Bhawan, New Delhi on 21+ July 2026 under chairmanship
of Additional Secretary (Thermal) wherein it was decided to (i) constitute a Working Grouj
comprising of members from MOP, CEA, MeitY, POWERGRID and GRID-INDIA for indigenous
development of SCADA/EMS system, and (ii) constitute a dedicated Indigenous SCADA /1)
oftware/application Development Cell within GRID-INDIA for long-term project management

maintenance and future upgradation of the indigenous SCADA /EMS system

Based on nominations received from concerned ministry/departments, the following Working

Group and Working Subgroup for Indigenous SCADA /EMS software & hardware development

O Software Subgroup

Monitor software development activities.

= Review technical deliverables, implementation timelines, testing, and
certification.

SI. Member/Representative [ Name Designation & Department
No. | from

GRID-INDIA [Sh. R. K. Porwal | Director,  System Operation
{Chairman of Working [ ¢ orporate Center

e | Group) |

Ministry of Power (Mol?) | Sh, Pranav Taval Director; Head of Section, URSI-|

| UR&SI-11 and Distribution

3 CEA Member from CEA
4 POWERGRID Member from POWERGRID
- T T — " - = | g ~
GRID-INDIA Sh. B. S. Roy CGM, Enginecring Corporate

Center

GRIDINDIA i i (ember | G s oo o (1 Hardware Subgroup
e e e = Monitor indigenization of hardware components required for SCADA/EMS.
o FOWERGRID " Dr-soniy Ramar | Managen, GXGC = Review technical deliverables, implementation timelines, testing, and
G BINDIA T Boiaatis | M o ADA NI certification.
R To okt Miudgal | By Direcior, FT&T Division = Recommend technical standards and report progress to the Working

14 —'A: MeitY Dr, Om Krishan
15 | POWERGRID Sh. Awa
16 | GRID-INDIA Sh. Ashu

Scientist-

Circular from Grid-India Group. 35
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Indigenization of OT/IT Systems — Steps from Govt. Level (contd.) i G
cC—_

. 1 Indigenous SCADA/EMS Software Development Cell -

! Bz |
5 v = Comprises of members from Grid-India establishments such as
| firs iR oifw $fear fafies . Corporate Engineering, NLDC, NRLDC, WRLDC and SRLDC.
| Rirew sifove sy fafies) | o .
| b bl gl i o . ® Shallundertake necessary steps towards indigenous development of
5 . SCADA/EMS system in coordination with other committee(s) or sub-
! §gH: CC/Engg/Indigenous SCADA/2026/1 fAT®: 27 July 2026 | . P e mm e e e e e e e e .
. : committee(s). ™ |
OFFICE ORDER No. 01/2026 ! :z ) 1 Set of applications for Indigenous Development |
1 ! 1 1 1
i Subject: Constitution of Indigenous SCADA/EMS Software/Application Development Cell of GRID-INDIA-reg i :- ) -1 |:S:CZA\:D:AZ : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : :E
: A meeting on the Indigenous Development of SCADA /EMS system was held under the Chairmanship of i ! 2 'l—g?g _Sb_eg_sy_p_p_o[t_(l_-§§)_/ﬁ_D_|\:|§ _______________ :
i Secretary, Ministry of Power (MoP), on 08 Illl)‘ 2026, wherein it was decided to (i) constitute a committee : 1 3 1 |CCP Commun|Cat|On 1
i n‘nfnprisx‘n;.', ‘(\‘l’ MOP, Li[\’H).I\"I\I A, I’Q\\-I‘R(i?x’l}), CEA and MEITY for i‘l‘]dilk”l'nk)\]\ development of i :— 4 ':C:Fif:czo:ri’lin:l.zn:léétzél’i : : : : : : : : : : : : : : : : : : : : : : :E
: SCADA/EMS <\'s1cm‘, ..m\i (ii) C‘\\'n\‘htuh‘ dedicated lﬂdl(\",\'nﬂll‘\ SCADA/EMS software .1;\;.‘71:‘ ation : ; | Historian (Informat|on Storage Rotrioval & X
i Development Cell within GRID-INDIA for long-term project management, maintenance and future 1 |
i upgradation of the indigenous SCADA /EMS system i :_ - IB_e_p_OEtl_n_g_) _SY§t_e_n1 ?l_o_ng_vl":[t‘ _G_U_I ______________ :
i Pursuant to the nominations received from the concerned divisions, the following executives are hereby i : IPDS & Test bench for FEP SCADA and ICCP :
| nominated as members of the Indigenous SCADA/EMS Software/Application Development Cell with ! :__ _ Iln_t?gr_a;“_o_n _______________________________ :
| Iomedine ok S— . — L__/_ 4 Web Server Application - Software for Data Replica |
ET i nerer e Of e e | 8 _Web Server Application - Software for Web Server __|
{ 2 [Sh. Ankur Gulati DGM; SCADA NLDC__ | ! . _ 9 EMSFunctions - State Estimator :
| |4 Mohneeeh Rtog S Coporeca ¢ [ARESTEEHETSIIGERGLENCENTELE: 101 EMS Functions - Contingency Analysis __________ i
i [ 5[ Sh. Rohit Shukla anager; S o NLD | 11 EMS Functions - Security Enhancement
: «; :il \\:11:1‘\il1l;\[‘111\.11' ;\)\ Manag f: \II :n\mu ring L\nlrrl‘pt\::xtv( enter : by SOftware deve lopment :- - ﬁi- -I-EI-VI-S-EE:-C-t:-O-E-S- -(5p-tTunl:]I-a>[-F->EV-Vér:- IEl-cr)n\-N-rl ---------- :
: % Sh. Vikas D “Manager; Engineerin Corporate Center : . L_24. I _______________________________________ !
' [8 [Sh.IVSSR Hemanth Kumar 1': \]m‘\ku SC H\m p— tx'a<i:[yn : i : cell for Indlgenous L 13 |EMS Functions - Outage Scheduler :
! 9 Sh. CVS Yuges | Dy anager; SRLD | ° L T =T S - T S
e ];“n:\ti h l [ \'1 . T ;S = — i: l\clﬁ\]; l | : development (as shown in ' g .EMS Fbulntct:\(/l)ns tTr?_Ir_\Cs:lr\]/lw;ssmn Line/Corridor !
H e cell shall undertake nécessary steps towards indigenous development of SCADA /L] system in | - 1 1Capabili onitor 1
| coordination with the committce/Sub-committees table onrigh t).- r : 35' 'EM%:ELI”:C%EEO:”}’: :s:h:o:rt: {:[ré@@ :AE‘E"EYZSES: : : : : : : : : : ::
i T'his Office Order has been issued with approval of competent authority. -5 . i Draft EXp ression Of Inte rest i- 16 1EMS Functions - Automatic Generation Control 1
i oG | has been prepared and L MAGC) il '
: a%:z’\?f l?éu i currentlv under review :|: - ]Z -:EM_S_ELH]_C_U_O_”_S_ _Lp_e;lg_F_o_rgga_s_tl_ng _________ - _E
Office Order from Grid-india By er AT | y | _18_ Dynamic Security Assessment (DSA) Software "~ __ !
dated 27-Jul-2026 [N i) process. L _19_ i Dispatcher Training Simulator (DTS) ____________ :




Indigenization of OT/IT Systems — Steps from Govt. Level (contd. i Geitm

(\

1
1
1 | [activity  [start mpletion o .
| INVITATION FOR EXPRESSION OF INTEREST | [ R—— g “Draft implementation
h 1 ! months _|Activity ity
1 . .
! | i| | cormiation bayo ser) timeline” for each developer
1 ! 5 = —
1 H FOl evaluation, clarifications & shortlisting of developers ; ]
1 : | B | for Indigenous development of SCADA/EMS system 5 Months 1 Month |5 Month
! 1
1 ) ) }
1 Kick-Off of SCADA EMS Indigenous development project, ’
| : : € | Finalization of functional specifications 5 Months 6" Month 11" Month
1
1 . Signing of Memorandum of Agreement (MoA) with
1 igning
\ 1 1 ® | developers of Indigenous SCADA/EMS e Lo
1 : 1 E ission of Advance Bank Guarantee by devels 1 Month 12" Month 12" Month
! 1 1| F Advance Payment (@ 30%) 4 Month 12t Month 12" Month
: GRID CONTROLLER OF INDIA LIMITED ' e o
H 1
! 1 Il 6 Design, Development & Demonstration of Database 15 Months |12 Month [27" Month
: 1 I structure/schema for Power System Database for
\ I ! SCADA/EMS
1 rGR I D "N D f A } ' | E“alb'i’,’."“’;‘:g;;‘iﬁ;’:"‘rs"’f“_"‘fefSEAD_A’EM_S _ amonths _|12" Manth 16" Month I
1 -
1 I - - (#Note: The below allacation is on a per-developer|basis.) 113 e ”»
! | o[ emen -~ Draft funds disbursal plan
i . 1| 1
! (A Government of India Enterprise) ! i | et et iy
1 P ' \ Software/Applications _, | 22 ’7":!'5 oen .,’:JES for each develo per
! 1 ! VAPTand Source CodeAud]| s, | e s wier| e | S | e G | st
h 1| 1| of conformity for CIM Comg| ne. e | [ | &vaidston| " bl
| : | interoperability with SCAD} i | " | sentn | SEE | e |
1 H | [MILESTONE 3] (Payment: 4 s [ | Wiy | O
! - | 1 1 ntakes] |
! | 1| K | Successful Certification & |
1 - h I Indis FADA’EMS apl 1 SCADA 5% 50 15 15 15 20 N
1 | Centers 1|2 [ Losdhed Support (155} /ADMS 1% | 10 3 3 3 4« |
! GRID-INDIA | =i [woe E% METIN I T I |
! : 1| 4 CFE Communication 2% 20 13 6 6 8 I
: : | wistorian (information Storoge. Retrieval & | | s . s N :
Reporting) System along-with GUI
: ! PDS (including CIM compliant database '
H Il & | development) & Test bench for FEP, SCADA | 5% | 50 15 15 15 0 |
1 d ICCP Integratt i
! e T I B B [ ———— "
1 Replic el o
| e Year-wise paymentrelease
1 1 & Server b @ ¢
1 - ”
1 1 9 EMS Functions - State Estimator 10% 100 30
! l ..t D 50 cro re s fun ds ma e t 1|10 | Ems Functions - Contingency Anaiysis 10% | 100 30 Payment - 3 . p la n fo r d eve lo pe rs
1 nu I ES 1 y g 1| 11 | EMS Functions - Security Enhancement 10% | 100 30 Year Activity/Milestone” for Payment Year- Year- ||
: . I 1] 12 [ EMS Functions - Optimal Power Flow 5% | s0 15 Activity | wise | Activity| wise I
. sanctloned based on ! (a5 runcios-outage e s | s - Total |
EMS Functic =T ion Line/Corrid
: . 1 : 1 Capab:\j\r:v::!i\mrra[:j:’aismn RTET ) s |50 » E0! Invitation, Evaluation, Developer !
' mlleston e :based approach_ 1 [ e Farctons st e o = w | © Shortisting, Methodology of Database 5 . . 0 I
1 " H 1| 16 | EMS Functions - Automatic Generation 0% | 100 2 Year-1 evelopment, Finalization of functiona \
| Expression of Interest (EOI) | o (o] .
| 5 f d l 17 | EMs Functions Load Forecasting | w0 | =
h SO tware: eve opers may : 1o | Dvnsmicsecurity Assessment [054] N - Advance Payment (@ 30%of Allocated Fund) 3.00 300 | 1500 | 1500 |
1 h software . "
I l é d 1[23_| Dispotcher Training Simulator (D75) 10% | 100 30 Milestone-1{a) \
! get sele Ct e 1 12| w000 | 300 Design, Development & Demonstration of 0,75 275 I
: D rores un ’.n to ea c ————————————— == - - - - Database structure/schema of PDS & SCADA I
. o . 50 |
! 1 0 C f d g h I| Year-2 |application 1.50 7.50
1 1 I
: Fnr 1 1 Milestone- 2(a) I
0.75 3.75 (
! developermay get allotted. ! Functlonsiesting o DS & SCADA Applications !
1
1 : : Milestone-1(b) \
: 1 1 Design, Development & Demonstration of 2.25 11.25 !
1 1 : Database structure/schema of EMS Application :
' i Supervisory Control and Data | =
- I
. Development of Indigenous Supervisory Control and Data | e | |
I | I Functional testing of EMS Applications I
1
‘Acquisition (SCADA) and Energy Management System (EMS) ! f e [pmsione3t w0
Acq BY E Y !
| 1 1 Performance testing & certification of PDS & 1.00 5.00 !
] - - " ! : SCADA Applications :
1
. Software/Applications for Load Despatch Centres of India I ]
1 I
Py o ’ ! 1 Parformance testing & cartification of EMS 3.00 15.00 I 37
icatid I
Draft Expression of Interest (Eol) || :
\[Total (Ten crore per developer or Fifty Crore for five |
Q 9 I|developers after adjustment of advance payment to each| 10.00 10.00 | 50.00 [ 50.00 |I
prepared by Grid-India o acrevaman of e specied iesone) ]
L (]




§CADA Functioning — System Monitoring & Control Context Sk
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Power System Organization (contd.) 4 it
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SCADA Systems — Components and Measurements

Power system analog NG TR EICG ETE -8 O Statistics related to quantum of real-time
[ l data reporting at
measurements measurements power system operationa

SCADA Systems of NRLDC.
Voltage (kV) Temperature
Active‘Power (MW) Hu.midity O ULDC Phase 2 System in Northern Regional
Re-active Power (MVAr) Wind Speed Load Despatch Centre (NRLDC) -
System Frequency (Hz) Wind Direction = Nos. of stations: 2,254
Tap Position (OLTC) Pressure = Stations at 765kV level: 50
Angle Measurement (0) Luminosity = Stations at 400kV level: 257
..... various other measurements | ..... various other measurements | ® Totalanalogpoints: 1,79,565

= Total digital points: 1,25,584

Analog Measurements from the field

Power system digital Power System events digital O Northern Regional Renewable Energy
measurements measurements Management Centre (NR-REMC) -
Circuit Breaker Status " Nos. of stations: 200
(OPEN/CLOSE) Relay contacts = Solar stations: 192

= Wind stations: 9

Isolator Status (OPEN/CLOSE) Sequence of Events (SoE) « Battery Energy Storage System (BESS)

Local/Remote Setting Status

_ th stations: 10
. various other : S
..... various other measurements Total analog points: 48,817
measurements = Total digital points: 41,229

| Digital Measurements from the field



gata Acquisition Principle

®1r @ Bl <

SS DS/SS —_ % SS
@ @ IDNVANI —— DS/SS -

DS/SS |ume e DS/SS —— IR 1 e BN Ds/sS

| ss [DED) DS/SS | DS/ss e DS/SS
— K ® @
- o E=

@ MW @ MVAR @ TAP POSITION
@ FREQUENCY @ VOLTAGE
In SAS-based stations and
SINGLE STATUS ] )
ISOLATOR POSITION, PROTECTION, stations with deployment
LOSS OF VOLTAGE of new RTUs, Isolators are
DOUBLE STATUS e ® ‘ also being modeled as

ISOLATOR/CIRCUIT BREAKER POSITION

- DIGITALCONTROL

CIRCUIT BREAKER CONTROL

Double-Status

42




Communication System — Media

: | OPTICAL GROUND WiE p —— N P e —
Type of Media Examples S s , {
e i ‘_{‘,._ : * KATHMANDY
Twisted pair « HETAUDA
Co-axial metallic cable " \@ {”"‘,_"‘/\N_E/PQL n——
i . Optical fiber o | B .
Guided Media pica’’ . " . .'"‘“'/L’Korgcr/\/ib’“"
Power line carrier communication S e
Telephone based systems (dial-up, ‘l INDIA
ISDN, etc.) l Y ADES!
Satellite (or VSAT) @ e INDIA /\ BANGLADESH
. Radio (VHF, UHF, etc.) : : : '
Un-guided LM s in )
Media Icrowave ~ Established Fiber Optic Network through oPaw PON \ Dmamans  Seoam
+ Cell-phone Optical Ground Wire (OPGW) /
aging
Pagi J

POWERGRID MPLS NETWORK

o Biharsbarie! h\me ?mla ﬂ»fllia ) _ !ii : _
Guided (wired) Unguided (wireless) S YAA ,, BHUTAN __
g B ';‘ "' J\ | ool ,‘I . 7 MALABASE  ceviecPn
v . '\ = ) W o i = s

A s e .
Utility owned Leased Utility owned Leased ")&/\/—,& .
Power line S ,ii::,, #"_‘_DLJLW
Dedicated - Spread - Paging == NS SWGURL e oM Sea0)
line - Leased spectrum system ST P SR LANK/
Optical fiber telephone radio - Cellular = ' wADURA! 5
Twisted pair |- TV cable - MAS phone \\\ ,f
Co-axial radio - Satellite Sy, /sm
INDIA 2 \% ) LANKA
cable | > A
. . . Legends: LACCADNE f\ \“.
Media of Communication & e . val/AR | / G e——
T e » International Data links
 memais - MPLS Networ

(existing/ proposed)



Communication System - Protocols
Qlarious communication protocols used in power system SCADA are as
follows —

* Transfer Control Protocol/Internet Protocol (TCP/IP)

« Modbus Site to Control
Centre
o @

* |[EC 60870-5-101/103/104"
to Control
e Distributed Network Protocol 3 (DNP3) Centre

e ®
* Inter Control Centre Communication Protocol (ICCP)

Control Centre

Unified Real Time Dynamic State
Measurement (URTDSM) System

* Ethernet Within a

— PMU Based

Substation
* IEC 61850 -* .
Communication Protocols widely

* |EEE C37.118 — Synchrophasor Standard used in Power System SCADA



IEC 60870 Standards Family

A i

C The International Electrotechnical Commission 60870 standards define systems used for telecontrol (Supervisory
Control and Data Acquisition).

IECTR 60870-1-1:1988

IEC 60870-1-2:1989

IECTR 60870-1-3:1997

IECTR 60870-1-4:1994

IECTR 60870-1-5:2000

IEC 60870-2-1:1995

EC 60870-2-2:1996

IEC 60870-3:1989

IEC 60870-4:1990

General considerations. Section One:
General principles

General considerations. Section Two:
Guide for specifications

General considerations - Section 3:
Glossary

General considerations - Section 4:
Basic aspects of telecontrol data
transmission and organization of
standards IEC 870-5 and IEC 870-6

General considerations - Section 4:
Influence of modem transmission
procedures with scramblers on the
data integrity of transmission systems
using the protocol IEC 60870-5

Operating conditions - Section 1:
Power supply and electromagnetic
compatibility

Operating conditions - Section 2:
Environmental conditions (climatic,
mechanical and other non electrical
influences)

Interfaces (electrical characteristics)

Performance requirements

IEC 60870-5-1

IEC 60870-5-2

IEC 60870-5-3

IEC 60870-5-4

IEC 60870-5-5

IEC 60870-5-6

IECTS 60870-5-7

IEC 60870-5-101

IEC 60870-5-102

IEC 60870-5-103

IEC 60870-5-104

IEC TS 60870-5-601

IECTS 60870-5-604

Transmission Frame Formats

Data Link Transmission Services

General Structure of Application Data
Definition and Coding of Information Elements
Basic Application Functions

Guidelines for conformance testing for the IEC
60870-5 companion standards

Security extensions to IEC 60870-5-101 and IEC
60870-5-104 protocols (applying IEC 62351)

Transmission Protocols - companion standards
especially for basic telecontrol tasks

Transmission Protocols - Companion standard for
the transmission of integrated totals in electric
power systems

Transmission Protocols - Companion standard for
the informative interface of protection equipment

Transmission Protocols - Network access for IEC
60870-5-101 using standard transport profiles

Transmission protocols - Conformance test cases for
the IEC 60870-5-101 companion standard

Conformance test cases for the IEC 60870-5-104
companion standard

IEC 60870-6-1

IEC 60870-6-2

IEC 60870-6-501

IEC 60870-6-502

IEC 60870-6-503

IEC 60870-6-504

IEC TR 60870-6-505

IEC 60870-6-601

IEC 60870-6-602

IEC 60870-6-701

IEC 60870-6-702

IEC 60870-6-802

Application context and organization
of standards

Use of basic standards (OSl layers 1-4)
TASE.1 Service definitions

TASE.1 Protocol definitions

TASE.2 Services and protocol

TASE.1 User conventions
TASE.2 User guide

Functional profile for providing the
connection-oriented transport service
in an end system connected via
permanent access to a packet switched
data network

TASE transport profiles

Functional profile for providing the
TASE.1 application service in end
systems

Functional profile for providing the
TASE.2 application service in end
systems

TASE.2 Object models



8ata transfer from Site to Control Centres — RTU on IEC 101/104 protoci?’gé‘f?""gz'i';‘r%’?'l‘I
@

@ RLDCs
Current |:> |:>
Transformer ( : ) SCADA
@ (o::::stdoufc:-rzo :> Terr:?:::tlfnit y .§ 2 @ § - Communication PR3
© N
Voltage mAgeneraly Intelligent |::> g £ 3 < - ﬂg-'- g |:> 'nfoFr::::iE:dF/ront : | ﬂ
o a + S 2 -
Transformer |:> E:)e:‘t,:::;c E 'g_ A Communication E = A End I~
(RTU/IED) o Channel o™ (CFE/ IFS)
o © ICCP Communicatio

- Contact @ n Equipment
Digital Multiplier servers Setup
Stat i

atus @ Relay

(CMR) I
| e e e o e e = mmmmmm o yF---mommmm 3
i
Sub-station level RLDC level
Data flow from
RTU to RLDC
passed to NLDC
(typical scenario) <
EMS applications

* State Estimation
* Real-time contingency
analysis
* Offline studies using base-
case from state Estimation

Communication Channel

In case of IEC 61850 based automated station —
* Transducer and CMR is replaced by Merging Unit device.
* RTUis replaced by Gateway device.

' * Only major devices illustrated; Communication
NLDC level Equipment such as PDH, SDH, etc. not specifically shown



Data transfer from Site to Control Centres — SAS Based Stations (Typically ogJBG:

@04 protocol) —

Communication

Current |:> |:> I:> Gateway |:> Equipment
Transformer ﬂ . Setu
= Intelligent /\p
Voltage fo m Electronic
Transformer I:> .E g :> Devices
e
= (IEDs)
'S)t'glt:: I'__:) = |:> Communication
Channel
Process Bus (LAN) Station Bus (LAN)

RLDCs <=1 Communication A4

e F;°“t end/ Communication
Information <:| .
EMS applications ‘/r\ Eqmpment SetuP
. S I i Front End
State Estimation Communication § —=
* Real-time contingency Channel s ‘s‘ (CFE/ |FS)
analysis 2 g8 @ ICCP Data flow from IEC 61850 based
" Offline studies using base- <:> 253 automated substation to RLDC
f tate Estimati o servers
case Trom state EsHimation § w and subsequently to NLDC
1
1 | e -\' ————————————————————— J
| e e e e e e e e e e o | e e e e = e e = e = = J 47
v Control Centre level * Only major devices illustrated; Communication

Other Control Centre level Equipment such as PDH, SDH, etc. not specifically shown



Data Acquisition from IEC 61850-Based Station

C . NeEetworKk Contror centre
Station J
Computer ROV

| A)
ﬂ Station
=% Gateway IEC 60870-5-104

IEC 61850 Station Bus

GOOSE MMS (TCP/IP)

o
<l
IED IED IED RTU (may or may
— = ‘ = not be required)
I {1 1 1 1‘ )
«~— — — ] Station
SV aasssss—— S\/ SV aaaa—— . 1 i
IEC 61850 Process Bus Station _: M_— Computer
Level | I
Merging Merg.ing Merging I |
£ Unit |

Unit [h [ N H Unit

Field Equipment

GOOSE: Generic Object Oriented Substation event
MMS: Manufacturing Message Specification
SV: Sampled Value

Reporting to
SCADA/RTU -
Communication

Network,ControI Centre
V4
/,V/lv
Station
Gateway

GOOSE messages are

exchanged for
communication
between different IEDs
on Station Bus LAN
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SCADA System during 2000-2015 — Simpler Architecture (Example of NLDC) o S

GPS servers (synced to antenna)

SCADA-EMS servers (SCADA Video Projection System
applications such as data (Video Wall)
processing, data display, alarms,
SE, etc.)

Freguenc Iz4 677 Wall

Tox
—_—

ISR servers (Data storage and
retrieval)

: Printers
SCADA /EMS DAT  Culer Copise

Toaser Voaod e owes

wt

| primmu LAN  Archival
i servers (data

archival)

L 2
.
] ]

Arcuival Tap=
‘ Sy Auwioa

Dual

L,-ﬁ“ T .-..
ses =

|
L Coavols & J
‘. i
l!b llu!v3 !l_ lm

PDS P Internal
ICCF Servers servers (Program Routers a-terrabrowsar
development)
Workstations -
ICCP servers (to NMS servers (Network 3 -
exchange data with monitoring and o -_'?
other control centres) management) ’

Wide Area Network (mainly
optical fiber network)

| -7

i Lagze Loggers
Buclap NILDC fessisse | .
Reuters o . Internal Firewall
V10 = Fiyewall
Routers DAL Nwrwer®  pemilitarized Zone (LANs between Internal
NERLDC WRLDC e and External Firewall)
Routers Roxder:
2T [T BB e e“d)(R""te’s at other control No direct RTU/SAS reporting to NLDC at present except for Automatic
centres

Generation Control purposes in few stations



SCADA System in ULDC Phase-2 implementation — Segregated Architecture based on functionalities if HE

L

1
: DTS Server 1 !

: Training Console 2 :
J

------ ~o7 ~o ! --= emm =
____________ ~< Y mesioot NESLDCT NESLDT1 ~ Nesuret nesticz 777
o - =
NESLIDW
 mm—— N | L .
L e | ' (“Identity (or Active ) Identity (or Active )
s Backup NLDC Internal Firewalls T O
N ! Dlrectom)ﬁ—g:v_e_r_l_ - /\ _Directory) Server2____, NESLTWE
Main NLDC MainMLOC  gyun NLDC PPy / ______ P
i MESLICY MESLIC2 - NESLFM1 —_ - S MESLFE1 e
=\, Ve = g- = ‘g P |
NS s , \ FEPServer2 |
° MESLPW1 ,’II ," | it “ NESLSWI o
- o ) E =
s !
’ - FEP Server1 !
o 7 = e 1 ‘ ------------ E— O
: ICCP Server 1 , | ICCP Server 2
CStorage server2. | { SANBox 1 }{ SAN Box2 | Cscaonsomvert . - !’ ------------- | (Rétwork ~TTTTTTT -
e mmmmmmmm—oSTT==o=es . rm= s m--- em====2 L 2B R S 1 SCADA Server2 1 1! !
. \ H N * NESLDS!1 NESLDSZ \ . 1o Managenle_n_t Server2_ |
Storage Server 1 | mesusst N mEmsm NESLSE1 MESLSB2 NESLNB1 —— - . -
"""""""" SO ! N — S HH it ! 13 "ﬂ's='= "s“”== "E’LC""I = " "E“""SE=
1
e
e i - AR a E o
T — ’ \ . Lol = === < : E——
' _IY,L_\S_ Box1 | 4 'ﬁ.;t},}.'a;JServer 1 . ' Historian Server2 | 1 Network °
@ om==w=mm— bindpinit bl T e — ' _Management Server 1. ,"_ﬁ“j *
NESLRDA MESLRD2 NESLWHE2 IESL\'IB-1- HESLPMA
______________ - === == == E == - ==
3 Data Replica Server 1 | -l nesLEF1 @ @ nesLER
| /1 3
______ - 7 A N EE=mm===—e
Web Server 2 _______ p— — e (Erm————
<. l Web Server1 | | Patch Management Server 1"

___________________________________

. External Firewalls

Major servers marked for general understanding



Energy Management System Tools — Accompanied with SCADA o

Energy Management System (EMS) is a computer based tool to help manage power system operations.

m The system collects, coordinates, analyses and disseminates operational power system information to serve as a decision
support tool for power system operation personnel.
m A Supervisory Control And Data Acquisition (SCADA) system is a part of the EMS system which provides for the monitoring
and telemetry of status information for power system equipment. oo —
= Why do we need EMS functions ? . Operation Scheduling Classification
. . . . . ' = Load forecasting based on
>  Help grid operators in decision making. !« Inflow forecasting Operations
>  Gives scientific logic for any actions. | * Unit commitment ,
. . . . 1= Hydro scheduling Classification based on Time-Domain
>  Gives warning for any emergency situation. "+ Hydro Thermal Coordination .I |
>  Power system can be analysed for different | = Interchange scheduling ;:; Pre Dispatch Functions |
Operating conditions. - Current operatir]g plan i : | =Load Forecastmg/.lnflow forecasting i
. + = Outage scheduling 11 =Resource Scheduling And :
__» Togetabase case for further Analy5|s. bernnmnneoneeennne e eecoceceooa U Commitment :
i i ~ ScADA | P,.:,o, CTS solution i Load Generation Balance i I i INetwork Outage Plann|ng i
i ". \l‘ | i B 67)/ ' = Operation monitoring E e
: ! ‘ ™ || ™ ™ & A»d‘o =3 E = Automatic Generation Control (AGC) : I | Real Time Operation :
' ! e [y contngeney R |-T T e ; oy . i '
: : ’ State Estimation % Contin::nc\;r::alysis Security Enhancement | Economic Despatch (ED) : | : State Estimator i
| : — ' = Reserve monitoring I} *Real Time contingency analysis ]
o O ", . o | == e \ = Load-shed /Restoration ' 1! *Real Time Security Enhancement
,,,,,, =T @ Sa—— i = Production costing '] | =Real Time Generation Control |
. Real-Time T \ .Dyniahmic S‘ec‘uhrity ~ ] '-I,:::::::::::::::::::::?:::::::::::::::::I : -Voltage Var Dispatch i
TTC/ATC e Generation Control Assessment i Power System Analysis 1 ]
— ' = Network Topology EI \ Post Dispatch / off line activities !
. .. ¥ | = State estimation EI = Dispatcher training Simulator i
EMS applications 5 i = Contingency analysis EI i =Other features like — Historical Data ]
act as Decision 0 g o i = Optimal power flow EI i Recording, Historical Information E
Support Tools mUnit Commitment B Economlc Dispatch jir : = Transmission loss sensitivity factors EI : Management, Sequence Of Events, i
b Load Flow Studies etc. :

= Post disturbance analysis

_______________________________________



!:nputs required for EMS Applications

T
Input Data

Network Applications

Most of the Generation
Applications

EMS Applications

4 Real-time Data:

Active Power -
Reactive Power -
Frequency -
Voltages -
Breaker OPEN/ CLOSE -
Status

Isolators OPEN/ CLOSE -
Status

1 Static Data (one time):

Ratings and Parameters of -
equipment

Equipment connectivity info .
(Single Line,Di

4 Real-time Data:

Active Power

Reactive Power
Frequency

Voltages

Breaker OPEN/ CLOSE
Status

Isolators OPEN/ CLOSE
Status

U Static Data (one time):

Ratings and Parameters
of equipment
Equipment connectivity

info (Singlg Line Diagram)

3 LR WL S L
Substations (containing
equipment such as
Transformers, Reactors,

STATCOMSs, SVCs, Buses,

Breakers, Isolators, etc.)

Generating Stations
(containing equipment
such as Transformers,

Reactors, Generating
Units, Buses, Breakers,

4 Static Data (one

time):

R, X and B of
transmission line
Line Length
Conductor Type
R, X and B of
Conductor Type
Equipment
connectivity info
(Single Line
Diagram)

..... Others

Transmission Lines

(conductors on
towers connecting
different stations)

4 Real-time data:

4 Static Data (one

Available from
respective
substations itself

time):
Load Type
Nominal Load
Mw
Power Factor
..... Others

Loads at
Distribution
Stations Level
(Domestic,
Commercial,
Industrial, etc.)



!:nputs required for EMS Applications (contd.)

One-time

collection
(offline)

Others

(Generators Other Connectivity
Step up . ] Equipment |nf0rmati0n
- : J_ Parameters
(through BCH BLH
Z=R+j)( Y=%=G+jB stepdowns) I
= < capcitv)
Rk e {capamtar}
Impedance Resistance  Reactance Admittance Conductance Susceptance (reactor) compensation
Generator Parameters
. 1IN O Network Database in
Pc +j Qo

MW out;;ut

Real-time
data transfer

SCADA-EMS System

* Tentative Ulustration

; i a
Analog data collection -
at site (wiring diagram)

Digital data collection

at site (wiring diagram)

......... Others
Measurements (in SCADA) are mapped
on respective devices (in Network
Transfer to SCADA
System in Control
TERS —
m: Eq% n—f—/ T - P EPS‘I\m;Srn:h
o |, 1 SCADA Measurements
=7 £ B
in SCADA-EMS System




A i

!:nputs & Outputs in State Estimation Process

Power System State Estimation Grid Operation in Control
Room

Network Database
(already existing

static values)

State Estimation B_a_secase
Process: Solves ) L (containing complex

. . voltages,
using Weighted g Can run other EMS

Least Square Load/Generatio - : ] o
applications for decision
support such as follows —

Algorithm ‘
Contingency Analysis

d Analog Measurements — MW,
MVAR, kV, Hz, etc.

O Digital Measurements —
bspociiopgell W SCADA Measurements
switching devices (i.e.
Breakers & Isolators)

Optimal Power Flow
TTC/ATC Calculations
Dynamic Analysis

..... Others

(I I N I



Wide Area Measurement System (WAMS) i Gz

<I;hasor Measurement Units (PMUs) are installed to monitor the PHASORS and process the data to aid control and
corrective actions.

Wide Area
Measurement (WAM)

uuuuuuuuuuu

63 PMUs deployed under Pilot project. ——
Around 1,400 PMUs deployed in URTDSM phase 1 project of POWERGRID. |




A i

1
o=

Locations | Region Nos. of Stations Nos. of PMUs

'Northern Region 114 405
of PMUs ' Eastern Region 72 291

'Western Region 70 402
‘Southern Region 68 254
'North Eastern Region 14 51

i Total 338 1,403
‘Note: Data mentioned above as on April 2022.

Main NLDC Backup NLDC Data Flow
g Structure in

Fiber Optic URTDSM

Fiber-Optic Fiber-Optic
Based WAN Based WAN

Master PDC Master PDC

NR SLDCs WR SLDCs :
Master PDC e NTAMC: National

ER SLDCs Master PDC Transmission Assets

Master PDC SR SLDCs Management Centre
NER SLDCs * PDC: Phasor Data
Fiber-Optic Fiber-Optic Concentrator
Based WAN Based WAN * WAN: Wide Area
Network

PMUs
(Central Sector Stations)

* PMU: Phasor

" PMUs PMUs PMUs
1 : (NR Stations) (ER Stations) (NER Stations) (WR Stations) (SR Stations) Measurement Units

______________________________________________________________________________________________________________________________________________________________

PMUs PMUs




Wide Area Measurement System (contd ) A Gt

LIF Freguesn

— Next generation measurement

technology. - .
(voltages, currents, frequency, | Res lution -

frequency rate-of-change, etc)

]
=1 I

— Higher resolution scans
(e.g. 30 samples/second).
— Improved visibility into dynamic
grid conditions
— Early warning detection alerts.

— Precise GPS time stamping.
— Wide-area Situational Awareness
— Faster Post-Event Analysis.

MRl quality (3-D color) visibility of power
system, compared to X-ray (2-D b/w) guality

'f.u".';'.f'f_'n'my of SCADA™ — Terry Boston (PJM)

Data Resolution in case of
Phasor Measurement Units

- »PMU Resnluﬁ:*n



A i

tem — Benefits/Usages

Wide Areai\ Measurement Sys

Improve Security Increase Transfer System Analysis

'L: J/pss
. |ENABLED

pss| |

|

.'2‘ o'z:o

DATA SYNCHROPHASOR VISUALISATION
MANAGEMENT APPLICATIONS FRAMEWORK

Interfaces Analytics Measurement/Trends Real-ime Dashboards

; . Tiered Views
Aggregation (PDC) Discovery Monitonng/Alarms (Wide Area & Local)
Storage Notifications Diagnosis/Response Asynchronous Regions

Integrate to EMS/
Situational Awareness

DISBBLED o e
PMU based analysis
Situational
Awareness
Tools

Query: station voitages

o

Y . g
3 Flyout: SCADA 1-lines
I RICHVIE
e e —— S —_— -

Source: GE T&D India Limited
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Visualization of Data — Geographical D
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Visualization of Data — Geographical Displays
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Visualization of Data — Tabular Presentation I
= STN,LIST.SCADA[[MS] MLEMS2 (A) Page:1 - Viewport A - WebFG(EMS) |
File MNavigate HABITAT Applications EMP Applications  NLDC Main Displays  ORLINES STATE_DISPLAY REACTOR_SUMMARY WEATHER Help
Q- Q- *xATR-©-~30x=¥ €~V T ~| O-
A-DEARDSEE B '
NATIONAL S
HER HR ER R SR INTER-REGIONAL LINES Frequency UI Rate
541 | 11491 2022 | 11200 7426 BINAGURT -BORGAIGAON N-E-W Grid 49 .59 Hz 638 p/u
514 | 12207 1918 | 10636 7586 BIRPARR-BONGAIGRON 220 KV SR Grid 49 .70 Hz 356 p/u
23 s o 56 160 o miBUR 220 Ky IR EXCHANGES MW
REGINNAL ATAUSSTLITY N ac
3 | awe a0 |z BTIORSHIRITE FILTR o b ;
13373 6659 21993 BALIA-PRTHA ER
102 sew PP =y
365 15129 8258 24097 KOTA-BADOD 220 KV SR
Is6s GEN HER R ER " MODAK-BEDOD 220 KV EENERBTION
sar var | 1aass | wsan | e RawCHI-STRAT mmpon a0
ACTURL 354 | 12229 3929 | 11054 4 SRHUPURL-PUSAULI 220 Ky ASSTM
uT 1 #10 -1 2923 'VINDHYACHRAL (HR-VR) MEGALAYR
w ow wm w RO UDATEAR 278 157 i
1055 | 27489 10302 | 34661 xzﬂ:ﬁmﬁm o ’ e ™
LR KL ER 5 1 NORTHERN REGION SUMMARY .
ICT LOADS 3! MVAR ICT LOADS ) 3
. % e movsmrz ey e | DRAWLS PUI.I ur I.II‘II‘T (‘]-ID H:P .]K BEGIOH (S : m. . LOSS Freque R e g ’ On a I S u m ma r y
o e rEcIONAL LmiEs SHDL 1673 3107 442 | 146 | 643 | 937 11188 | 9643 | 2233 6885 N-E-W Grid49.96
wrsn sroraL ‘ f—— 1637 3930 309 129 | 641 | 944 | 12843 | 9702 | 3069 -
y 4 DIMAPUR-IMPHAL 132 KV i
. g o uT -35 : 823 | -133 | -1z | -1 7 1647 -14 | 840 | -g22 SR Grid 49.91
s won il STATES GEH PUN | HR up UIT | ab | HP | K SUM | €5 REGION IR EXCHANGE
MALERKOTLA PADGHE MANDAUL A -BRAWANA
e —— .
L 51 | RGO i Dy THERMAL + GAS 2024 1443 [ 7829 | 17829
seaoa TG ot HYDRD 521 33 86 162 115 1872 | 2918
DGR SRIPERRUPUDIR . OTHERS
s e emrrons DR PR TOTAL 2545 1471 3106 | 1029 86 162 115 9702 | 20738 -
AT : P b AVATLABILITY 4182| 3895 | am1e | 2187 395 | 129 §03 1059 22 - =
9764 | GooTE-RATCHUR Station Tabular Pairts/énalogs/Counts - Analogs/Limits - ]Poirls] Comts] EIB Selecta ABDUL Pl
SHARRVATI -SHIMOGR . h s
Somwm Sae 1S6S GENERATING STATIONS IR LIHE FLOWS Mew Station: =
e
UDUNALFET -1ADURRY STATIOHS DC__ Schedule Actual D o . . - I - .
TTYADR_ GANUTAKE T STHERALLT 1935 1935 1943 B BALIR T AGRA_PG E TagcingMotes Meak Data Mracessing Action Dptiars ... Surnrriatics
" RIMAHD I&IT 1940 1892 1946 : ) ) | | | Linz Data ||nn||:-n Notin |
& USER1@MLEMS 270 [JSERTEMLEMS1:70) glm ST-1 1%]]_-% g}g gg-'i BIHARSHARIFF -BALIA II Device Type v Device Name v D~ Value Losses | Quality |Alarm_Sarvice
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Visualization of Data — Control Area Tie Line Representation ¥ &%
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Yisualization of Data — Outcome for Grid Operators LY Qs

Value addition in skill set of Grid Operator

Improves operator situational awareness of current and future wide-area operating conditions
under various operating scenarios

Enables power system operators or reliability coordinators to make informed corrective or
preventive controls to improve system security and reliability, and to prevent potential large-scale
cascading outages

Allows operators, regional coordinators, and power system engineers to perform the replay and
engineering analysis of existing large system disturbances

Enables early detection of potential system disturbances so that operators may implement
protective measures rapidly and avoid cascading events

Strengthens grid reliability and robustness

Reduces the economic impacts of cascading outages to member companies and their customers
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Load Despatch Centres — Future Vision (Tentative) b
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